“TOP SECRET/SI//NOFORN—

NATIONAL SECURITY AGENCY

CENTRAL SECURITY SERVICE
FORT GEORGE G. MEADE MARYLAND 20755-6000

12 December 2011

MEMORANDUM FOR THE CHAIRMAN, INTELLIGENCE OVERSIGHT BOARD
THRU: Assistant to the Secretary of Defense (Intelligence Oversight)

SUBJECT: (U/fFEt3Report to the Intelligence Oversight Board on NSA Activities -
INFORMATION MEMORANDUM

(U/HS03-Except as previously reported to you or the President, or otherwise stated in the
enclosure, we have no reason to believe that intelligence activities of the National Security Agency
during the quarter ending 30 September 2011 were unlawful or contrary to Executive Order or
Presidential Directive and thus should have been reported pursuant to Section 1.6(c) of Executive Order

s ls]

12333, as amended.

(U/AB0T The Inspector General and the General Counsel continue to exercise oversight of
Agency activities by inspections, surveys, training, review of directives and guidelines, and advice and
counsel. These activities and other data requested by the Board or members of the staff of the Assistant
to the Secretary of Defense (Intelligence Oversight) are described in the enclosure.

GEOR
Inspector General
'

C‘; OL 1;2

PATRICK J. RE
Acting General Counsel

(U/FeH6r | concur in the report of the Inspector General and the General Counsel and hereby

make it our combined report, M

KEITH B. ALEXANDER
General, U. S. Army
Director, NSA/Chief, CSS

Encl:
Quarterly Report

This document may be declassified and marked
“UNCLASSIFIED//Fer-affretattfscOmy™—
upon removal of enclosure(s)
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[. (V) Intelligence, Counterintelligence, and Intelligence-Related Activities that
Violated Law, Regulation, or Policy and Were Substantiated during the
Quarter, as well as Actions Taken as a Result of the Violations

I.LA. (U) Intelligence Activities Conducted under Executive Order (E.O.) 12333
Authority

[LA.1 (U) Unintentional Collection against United States Persons (USPs) or
Foreign Persons in the United States

(U/AOB6 During the third quarter of calendar year 2011 (CY2011 ). signals intelligence
(SIGINT) analysts in[finstances inadvertently targeted or collected communications to, from,
or about USPs while pursuing foreign intelligence tasking. Unless otherwise specified, all

intercepts, query results, and reports have been deleted or destroyed as required by United States
SIGINT Directive SP0018.

ey (1
(b) (3)-P.L. 86-36 o Eb;';a;—P.L. 86-36
LA.1.a. (U) Targeting e (b) (3)=50 USC 3024 (i)
(U/rere) | | an NSA analyst discovered that a U.S] |
[had been tasked because of a typographical error. | |
was instructed to detask the incorrect selector| | The data was
purged. {b) (1)
- {b}){3)-P.L. 86-36
(U/AEeEe )| | an NSA analyst discovered that a USP had been

targeted. During the transfer of coverage of the target from one analyst to another. information
about the citizenship of the target was not passed to the second analyst Unaware that the target

was a USP. the second_analvst tasked the target’s select01| — | The analyst

detasked the selector

but subsequently canceled| | ................... | ...:.:. | ...:.: . S b) (3)-P.L. 86-36
(UEeEeon]  Joccasions[ e | NSA analysts

targeted the same USP. | [-an analyst leamed that an individual believed to be

avalid foreign intelligence target was a USP. The targeting error occurred because the analyst
had only partial information on the target. The analyst detasked[ Je-mail and telephone '_
selectors associated with the target] | an analyst. unaware
that the selectors had been detasked, queried the target’s selector in a raw traffic database. The
query results were deleted. and no reports were issued. The selectors were added to a list of
detasked selectors to prevent future incidents. | |an analyst tasked[ ]
selectors associated with the target without first checking the list of detasl\ed selectors. The
selectors were detasked . and collection was purged :
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: o e - A{b) (1)
(_l.'-_-‘tl'(.'i,'l—i’.!:. a86-36 (b) (3}_P.L. 86-36
(U/vCF-eHeﬂ | an NSA analyst tasked the telephone number of a

green card holder. The following day. the tasking was canceled the collection was deleted. and
all reports were canceled.

SHREEFOESA—FVEN | } an NSA analyst noted travel to the

United States by a foreign |

| The results from the
quertes were deleted. and no reports were issued. T
(5).(1)

. (b)(3)-P.L. 86-36
[LA.1.b. (U) Database Queries (b) (3)=50 USC 3024 (i)
ISR FOUSAFYEN | 1

b
}b; 53} ~P.L. 86- BETFS#R'EHG'H%F*E*‘} On I:loccasmns during this quarter, analysts performed
“overly broad or poorly constructed database queries that potentially targeted and/or returned
information about USPs. These queries | |
[ ' fhat produced
L 1mp|e(:|se lesults OnUofthose occasions, the queries returned results from the database. The
. “query results were deleted. and no reports were issued. Analysts who performed these queries

were counseled bv their management. (b) (1)
(b) (3)-P.L. 86-36
(b) (3)-50 USC 3024 (i)

(U) Procedural and other errors contributed to the following incidents.

D (U;’TF‘OUG') NSA analysts performed l:lqueries in raw
. traffic databases without first performing the required research on the selectors
quertes 1eturned results, which were deleted no reports were 1ssued '

0 U//-FQUQﬂ lan NSA analyst performed a query ina raw trathc database
' ' [that included one that was U.S.-based. The error occurred
because the analyst copied and pasted the incorrect The. IeSlllt_S were
o) (351 86d§«lset8d q | no reports were issued. “b) (3)-P.L. 86-36
| 1 SHREEFOHBSATVE| | NSA analysts learned that e-mail
selectors associated with targets visiting the United States | | query of
a raw traffic database. |
| khey failed to remove the selectors | ' |

raw traffic database. One of the quertes returned results, which were deleted no.
reports were issued:- : '

0 (UKLF-GHG‘H lan NSA analyst. qu..eried araw traffic databdce using a

selector for a target located in the United States. Although the analyst pe1 formed research on
o) (1)
(b) (3)-P.L. 86-36
—TFOP-SEECRETHEOMINTANOTFORN— (b) (3)-50 USC 3024 (i)
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the selector before querying, the analyst failed to review the results of the research. which
revealed that the target was in the United States. The queries and results were deleted

[ Tnorepors were issued

0 (UKIFGHG')I | an NSA analyst uééd asa query- term m a raw tratfic

database. The query results were deleted. and no reports were 1ssued e ) (3)2PLL. 86-36

0 (U/Eeuen an NSA analyst removed potential U.S. selectors from a
list of valid Toreign intelligence selectors but missed one. That selector was subsequently
queried in a raw traffic database before the auditor noticed the mistake. There were no

results and no reports. ) (1)
e (b)(3)=P.L. 86-36
0 —(-SH-]EtE-Ir’FG'H‘S'A—F’v‘E"i‘)'I | an NSA analyst learned that| |
[ [selectors for a valid foreign intelligence target] lina
raw traffic clata'base after the target had arrived in the United States |
- Although the analyst| |and flagged the selectors for detasking. the
analyst| | The analyst
removed the selectors from the query | | no collection or reporting
occurred. by (1)
A1) (b) (3)-P.L. 86-36
L A1.c. (U) Detasking Delays (b) (3)~P.L. 86-36 (b) (3)-50 USC 3024 (i)
—(-S-/-FS{?’?’-RE'L—'PG'U‘S'A—FV‘E‘Y‘)'I |an NSA analyst became aware that a
target was| i ' ~}to the United States for
| | The NSA analyst |mmed1ately |equested that| hssociated selectors be
detasked. | ~ | during a review to ensure that the selectors-had been detasked. it was
noticed that| [had been successfully removed. Immediately thereaﬁel
selectors were detasked. No collection or reportmU occurred. J— =

{(b){3)-P.L. B86-36

(b) (3)=50 USC 3024 (i)
I an'NSA analyst discovered that selectors

associated with a valid forelnn target had been detasked from| |
| the United States. The analyst failed to request detasking| |
[ | The data was purged | |nQ___|_‘__(_3ports were issued.

fan NSA analyst became aware that his
target was| |t0 the United States and requested that all-associated selectors be

detasked. | |the analyst learned that the detasking did not take pla
requested and resubmitted the request. No collection or |ep0|tmg occurred '

-P.L. B86-36

—o RS | ~Jan’ NSA analyst dlscoveled that e- mall

selectors associated with a valid foreign 1ntelllrrence target had-not been properly detasl\edl |

|the United Statesl IIn addition. |
| adelay in detaskmg resulted 1n collection

| | The analyst detasked the selectors|

(Uf'ﬁF-GHO')I | an NSA analyst discovered that selectors that had been
removed from tasking| [the United States had

b) (3)-B.L. 86-36 —FOP-SECREFHCOMNTAROFORN
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e (b) (3)-P.L. 86-36

been mistakenly retasked by another analyst the fOllOWlIlU day. “The selectms remained on task
the target’s U.S. visit. No collectlon or repomnlr occurred.

<SRECFOUSATYEY) [ | an NSA analyst learned that selectors
associated with a targe_t____visitiﬁg the United States remained on task. [ |
and requested that the associated selectors be detasked the
request was not executed' | The collection was purged| |
|:| and no reports were 1ssued. o
e D) (3) ~PL L. 86-36
(U/FeEer)| |an NSA analyst dlscovered 1hat the selectms for a target
had not been completely detasked when it was determined- that the target had become a USP
Although the target’s selectors had been _cI.e_tasked| the analyst failed to request
detasking | — 1 The selectors were detasked |
[ T |

| [ TR

(b).(3)-P.L. 86-36

—(-Sﬁ-lkE-]:—'FG—H-Sﬁ—F%LE-‘é)l — l ain NSA database auditor noticed thafl |

' |select01s had remained on tasL while a taloet was visiting the United States

[tor the same perlocl. The results of the collection were deleted, and no

reporting occurred. () (3)-P.L. 86-36
(U/Fesen| | -an'N’S'Aailal_}r.st--d_i__s"CbVéréd that a selector associ"a-t_ed
with a target who had worked in the United States| | remained on-
task| o | The analyst detasked the selector and[ ]
| [the same day No reports were issued.
LA.1.d. (U) _
«FSHSHREL-TOUSA EVEV) |
C(b) (1)
ot 636
. (b) (3)-18 USC 798
I.LA.1.e. (U) Data-Handling Errors (b) (3)-50 USC 3024 (i)
(U/AQUQY On[ pecasions| _ i | the names of eight U.S.
government officials were improperly disclosed during briefings by NSA personnel.. The
briefing slide was changed to remove the names of the individuals. ... ““(b) (3)-P.L. 86-36
(U/FOHO) }-an NSA analyst performed a query[_Jraw traffic

databases without first performing due diligence in researching an untasked selector. The analyst
forwarded a name and the associated selector in an e-mail to Intelligence Community (IC)
personnel. who informed the analyst that the target was a USP. The analyst deleted the database
queries and e-mails.
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I.B. (U) Dissemination of U.S. Identities

~SHREEFOHSATFVYET The NSA/CSS enterprise issued [____| SIGINT product
reports during the third quarter of CY2011. In those reports, SIGINT analysts included

information that identified USPs or U.S. entities on[__] occasions while pursuing foreign
intelligence tasking. The majority of the U.S. entities’ names were those of Internet service
providers in e-mail selectors. InDSIGINT products, disseminations were found to be
improper, and the reports were canceled as NSA/CSS analysts learned
of USPs, U.S. organizations, or U.S. entities named without authorization. All data in the
canceled reports was deleted as required. and the reports were not reissued or were reissued with
proper minimization. "

b) (1)

C. (U) Foreign Intelligence Surveillance Act (FISA) (b) (3)-P.L. 86-36
[.C.1. (U) NSAICSS Title | FISA
. Y1)

I.C.1.a. (U) Tasking Error e (b) (3)“P.L. 86-36

U/?F‘Oﬂﬁ'i L . |dulmfr the review of information for the renewal of a
Foreign Intelligence Surveillance Court (FISC) Order an NSA analyst discovered that the
targeted telephone select0|| “lapproved by the FISC Order.
The analyst learned that the selector | " |
[ 1 All noncompliant collection was purged on| |

D) (1)
I.C.1.b. (U) Detasking Delays (b) (3)-P.L. 86-36
-fS#REHFG—H-SA—F‘v‘E*H |an NSA analyst discovered that the cell

phone selector for a target | |had been
inappropriately tasked. | when

it was suspected that the target]

| The selector was detasked on] | No collection or reporting
occurred.

~SHSHARET] | an NSA analyst discovered that the selectors for a
FISC-authorized target remained on task after| |
[ | the selectors were detasked | | The
delay in detasking was discovered during the review of the FISC Order renewal, No traffic was
collected| I ...................................................................... - . “b) (1)
g i th) (3)-P.L. 86-36
-(-S#S—H/—NF—H | NSA analysts ]eamed thatl lselectors
associated with FISC -authorized targets remained on task | . |
| | an analyst discovered that an e- mall selectm associated with one

of the targets had been overlooked and collection on the selectm continued-after
B | The selector was detask

I NSA discovered that [ ]selectors remained on task
after | because a technical malfunction caused a system
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el (b) (3)-P.L. 86-36

update to fail. The[ __Jselectors were detasked | | Noncompliant data
has been marked for purging.

[.C.1.c. (U) Data-Handling Errors

(UHFGH'G’}" I-a SIGINT analyst posted FISA information to a chat
window that was not authorized for FISA-data. Chat posts age off after 48 to 72 hours.
(u/ an NSA analyst mistakenly e-mailed a list OTD
NSA FISA targets to an employee A |'a's_signed to NSA. instead of an NSA
analyst with the same name, for whom the e-mail was intended. The] |employ ee
was not eligible to receive the list| T
[ 1 Within minutes of receiving the e-mail, the| _ - pmployee notified the

analyst of the mistake and informed- the analyst that the e-mail had been deleted permanently
from the system . B -

“(b) (3)-P.T. 86-36
[.C.1.d. (U) Unauthorized Data Retention

(Ul e |for an unknown reason. automated scripts used to age off
FISA data did not execute in a data repository. The scripts did execute| | deleting
data that should have been deleted or‘riql-This error resulted in retention of FISA data for

longer than authorized. The cause of the error was probably an isolated network or
server problem. The problem has not recurred. so it is believed to have been resolved.

(U//FOHH Jautomated scripts used to age off FISA
data did not execute in a data repository because of an invalid file path in a modified parameters
file. The parameter file was corrected and tested. and the script ran| [with no
problems. This error resulted in retention of FISA data for two days longer than authorized.

1.C.2. (U) I:I ...................................... (b)(3)-P.L. 86-36

) (b)(3)-50 USC 3024(j)
I.C.2.a (U) Data-Handling Errors

(UAeton | | an NSA analyst cleaning out a newly assigned office
discovered a FISA-derived document dating back th:| The document was destroyed.

I.C.3. tFSHSHANH Business Records (BR) Order
I="—

(b) (1)

{b) (3})-P.L. 86-36

{b) (3}-18 USC 798

{b) (3)-50 USC 3024 (1)
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(b3 (3)-P.L. 86-36
FOP SECRET//COMINT//NOFORN {b) {3)-18 USC 798

(k). (3}-50 USC 3024 (1)

I.C.4. (FSHSHANF Pen Register/Trap and Trace (PR/TT) Order
CFSHSHANE |

“FSSE I

[.C.5. (U) FISA Amendments Act (FAA)
I.C.5.a. (U) Section 702

(U//FeE0) Note: As previously reported, NSA CSS has implemented a new process to ensure
the purging of FAA §702 collection that is required to be purged from NSA CSS databases. | |

| o identify. noncompli ant data n’:rar w’wm’d be pmgcd All collection that has been
marked for purging will be purged. —
“(b) (3)-P.L. 86-36
[.C.5.a.i. (U) Unauthorized Targeting

(U/Eoues| | an NSA analyst learned that a target selector]

the United States. After additional research, the analyst discovered that the selector was

detasked | [because the target was no longer of foreign intelligence interest.

[ | -the selector was. mlstal\enly retasked. The analyst .

detasked the selector | | All collection has been marked for purging: f.l.!l.d no.reports were

issued. e (b)) (3)-PL L. 86-36
(U/FOB0T | an NSA analyst learned that a tasked selector noted to have

been associated with an individual | |

| [ The selector was immediately

detasked: no collectio_n_ occurred .

~(TSLSENED | | NSA learned that an Internet account tarseted under FAA
§702 authority,
outside the United States | |- INSA was unable to confirm_that the
the account until | NSA obtained adestruction waiver[_____~_Jto
retain the communication. [reports issued| _ [have been canceled.

(b) (1)

S b 1
(b) (3)-P.L. 86-36 Eb; E?,;—P.L. 86-36
{b) (3})-50 USC 3024 (1)
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(U/FetoT] -as NSA compliance personnel reviewed the I:l
incident further, they discovered that_lselectors that were originally detasked were mistakenly
retasked under FAA §702 authority. In addition.[_]new selectors were tasked erroneously. All
of the selectors were detasked. The collection has been marked for purging,; -and no IGpOI‘IS wele
issued.

(b)(3) -P.L. 86-36

(U6 | | NSA compllance personnel were notified by an lC
agency that a tasked selector| | The selector was
immediately detasked. The collection has been marked for purging. and no reports were issued.

(Ufa‘-F-E}H'e'ﬂ | it was discovered that a tasked selector believed to be
associated with a valid foreign intelligence target[— |
[ ]The selector was 1111111ed1ately detasked; no collecnon occurred.

(U/rerer| ||t was discmered that a selector beheyed__ to be assoc_!q_i_gd
with a foreign national | ] (b)(1)
[ | The selector was immediately “Jetasked. The collectlon has been marked fof?)(3)-P.L. 86-36

purging. and no reports were issued.

(U//FeEer)| | an NSA analyst lear ned thaDtasked selectors were
associated with a USP. Although another branch analyst had access to information about the
target’s U.S. citizenship. the analyst neglected to pass the information to other analysts.- 1
_seleétms were detasked | ] Noncompliant data has been marked for

(UHPQHQ-H | an NSA analyst discovered that a target’s e-mail
selectm had been improperly tasked under FAA §702 because targeting procedures were not
followed. The selector was detasked| | and data collected

| | has been marked for purging. no reports were issued.

[.C.5.a.ii. (U) Tasking Errors

(U//FeBey | | NSA analysts

discovered that incorrect e-mail selectors had been tasked because of typographical errors. The
selectors were detasked. and all noncompliant collection has been marked for purging.

(U/FeEen] | an'NSA analyst tasked[_|e-mail selectors mcorrectly
because of f | error. The analyst detasked the selectors onf :
collection occurred.

(b) (3)_PL‘ 86-36

(U/AFeto] | NSA analysts discovered that|:|
selectors had been tasked without information indicating that the targets were located outside the
United States. All selectors have been detasked. and noncompliant data collected has been
marked for purging.

—— R | |an NSA analyst erroneously dual-routed
collection OD. selectors to IC agencies before conﬁ.-mingl _ |
FOP-SECREFHCOMINTANOEORN. CYE)

A (b)(3)-P.L. 86-36
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o) ~“FOP-SECRETHCOMNTANOFORN— - (O(-PL. 86-36
(b)(3)- P L 86-36" L (b)(3)-50 USC 3024(i)
I .. IThe Sdecto]‘s were
emergency detasked | | All noncompliant data collected from | |

2011 has been marked for purging.

(UHAOH0)| _
associated with a valid foreign 1ntellllrence taroet The error occurred because e
| selectors were detasked| and
data collected| {has been marked for purging; no reports

were issued.

—S5REEFOESATYEY |-an NSA analyst noted travel-tothie™ (b)(1)

United States by a foreign| o 1-All selectors except one (0)(3)-P.L. 86-36
were detasked| U | The error was discovered

[ [ and the selector was detasl\ed The results were deleted . and no reports

were issued.

(U/FeEeT| | an NSA analyst inc-orrectly tasked a selector
associated with an FAA §702 target. | o
[ | The selector was detasked |
collection | | was purged| |ff3:'3f-__-;-f'ff'j e b)(3)-':’-'-- 86-36
(U/FOBen | | an NSA analyst dlscovered that|:|select0|s had not
been properly reviewed and had been tasked under the incorrect FAA §702 Certification [ |
. ] The selectors were detasked | | and data
collected|_ e |has been marked for purging. New procedures | |
[ Inave been 1mp|ementecl to prevent future occurrences. B
. - (;)(1)
; (b)(1) e (b)(3)-P.L. 86-36
[.C.5.a.iii. (U) Database Queries (O)@)-P.L 8636 (b)(3)-50 USC 3024()
—(SHSHREEFOBSATYEA)| o |an analyst, using a selector associated
with a USP approved by{ |FAA ?O\B performed a query in a raw traffic database
containing FAA §702 data. The error occurred because the analyst neglected | |

would have prevented the query from being run against FAA §702 data. The results of the query
were deleted. and no reports were issued.

(U/Feton | fan NSA analyst performed a query il Jrawtaffic” (0)(3)-P.L. 86-36
databases using a USP identifier. The query returned results, which were deleted |

_(U/reter| | an NSA analyst submitted in FAA §702 and E.O.
12333 raw traffic database an overly broad query that could have returned USP
data. Upon realizing the mistake, the analyst canceled the query before it was completed.

[.C.5.a.iv. (U) Detasking Delays (b)(3) -P.L. 86-36
(U/FOBer OnIZI NSA analysts discovered that| [FAA §702 selectors that
should have been detasked for noncompliance had remained on task | | despite

—TOPSECRET7COMINTANOTFORN—
9
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attempts to detask them| | Altho_u_g_h developers have not been able to
duplicate the problem, they have developed new software to prevent future occurrences.
Validation of the software has been completed. and | the software had been

deployed at all affected sites. All noncompliant collection has been 1na|ked for purging, e b)3)-P.L. 86-36

(U/FOE6)| fan NSA analyst became aware that he mistakenly detasked
a similar selector instead of the selector associated with a target who was visiting the United
States. Upon discovering the mistake. the analyst immediately detasked the correct selector.
Collection was deleted. and no reports were issued.

—SHSHREEFO-BSA—FVEY| | an NSA analyst failed to detask-a~" (®)(1)
(b)(a) P.L. 86-36

selector for a valid foreign intelligence target . the United States on
| [ The collection was deleted, and no reports were
issued.

(U/A0H6-) NSA analysts discovered that the selectors for a target remained on tasL even
though| ] 7(b)(3)-P.L. 86-36
United States. The selector was overlooked when the lesponSIblllty for covering. the talget was
transferred from one analyst to another. The target office is imple menting changes-to ensure that

ransfers of targets between analysts are seamless. Noncompllant data collecnon| |
has been marked for purgmg

(U/AFEE6H lit was dlscovered that an analyst who had been notified that
his target was in the United States. had failed to detask-the target’s selector when he had
detasked other selectors associated with a mission that was being transferred to another office.
The selector was detasked | | Noncompliant collection has been marked for
purging. and no reports were issued.

—SHREETFOUSA—EVEYY | it was discovered that an FAA §702 selector

remained on task after a detask request had been issued | | The target was

| the United. States | | The error occuued because
the- urgency-of the detask request. ] N encompha " (b)(1)
collection has been marked for purging. and no reports were 1ssued ...::..:--:j“'j'."if' (b)(3)-P.L. 86-36

—SHREETFOUSAFVEY | " NSA. analvst learned that |:|selecl01s

associated with a target visiting the United States remained on task . The analyst learned from
[ |that the target had arrived in the United States[ | Because of
confusion about the detask request submitted | | the selectors were not detasked
| | Noncompliant collection has been marked for purging . and no reports were
issued.

—SREETFOHSATFYEAT | an NSA analyst discovered that the FAA

§702-authorized selectors for a valid foreign intelligence- target remained on task after the target
had arrived in the United States| | On the basis of informatio |
| |the United States the analyst detasked| |se ectors tasked| |

o)
—FOP-SECREFTCONMINT /NOFORN (b)(3)-P.L. 86-36
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analysts. the analyst did not
Noncompliant data has been marked for purging. and no reports were 1ssued

L)1)
(b)(3) P.L. 86-36

RO R | ~Jan NSA analyst IeaJ ned that a selecto'l
associated with a target visiting the United States remained on task. The analyst became aware
that the targef [the United Statesl RN
the analyst detasked] / |

hnd was in the process of being approved.
The analyst did not take action td | Upon receiving
notification | ' - [the analyst immediately
requested that it be detasked: Althmmh initial 111f0rmatlon revealed that the visit would take
| | subsequent information revealed that the United
States | | No collection or reporting occurred.

(b) (3} —P .L. L ST < T I ..................... Ian NSA analVSI was lnformed by

“that a valld foreign mtelllnence target possibly had held a permanent resident card (green card)
| IIOI]ﬁII"ﬂBd the target’s permanent residency status| The
analyst| [to_ confirm that the green
card remained valid. The target selector_was detasked| | NSA analysts have
been advised that. in situations in whrchl (b)(1)
permanent residency status of an FAA §702 target, they should detask the selector while ¢bX3)-P.L. 86-36
matter is being investigated. (b)(3)-50 USC 3024(i)

foreign intelligence target was overlooked| |detasl\1ng of more-than -
selectors that were followed by an analyst who had left the office. The selector was detask ed|:|
| | Data collected| | has been marked for purging .
and no reports were issued.

—SHREFOHSATVE| |an NSA analyst discovered that the
selector for a valid foreign intelligence target remained on task “after the target had arrived in the
United States| |-AnIC agency officer discovered 111f0rmat10n about the

| [the United States[ | but did-not use the proper nmrﬂcatron
system to provide this information to NSA “The selector was  detasked| ' I )
Noncompliant collection has been marked for purging, and no lep0|ts were issued: 7 (h)(3)-P.L. 86-36

—~SHREEFOHSA—FVEAT | an NSA analvst realized that he had

failed to detask a selector for a valid foreign mtellloence target the

United States on| | -Although th ffice I C FAA §702
selectors associated with the target
The analyst performed an emerg ency detask | [ no collection occurred.

“SHREEFOESATFYEY | during a review of FAA §702

selectors, an NSA analyst discovered that a valid foreign target|

(U//FeEeH |-an NSA analyst discovered that the selector for a valrd_

| I | the analyst requested
""""an emergency detask of the selector]| | Because of a miscommunication,

(b)(1)
(b)(3)-P.L. 86-36 %gi-pr. 86-36

—TOP-SECRETACOMNTANOFORN- (b)(3)-18 USC 798
11 (b)(3)-50 USC 3024(i)
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the selector| |-All noncompliant FAA §702 data
collected | [has been marked for purging: - :

(b))
(b)(3)-P.L. 86-36

—SHREEFOHSATFVEYT| Ian'N’SAE:ﬁﬁﬁl'yst discovered that the
selectors for a valid foreign 1ntell|0ence target remained on task after the tareet’s arrival in the
United States. |

[the -'anal'y's't had overlooked the selector. Data collected | |
jhas been marked for purging. and no reports were issued.

SHREEFO-HSATVEY | | an NSA analyst dlscoveled that theEb;Eg; P.L. 86-36
selector for a valid foreign intelligence target remained. ontask aﬂel the talrret s arrwal inthe
United States. The target office had received information| e |
| the United States; | o NSA hacl publlshed a report
stating that the target [the United States |
The delay in detasking occurred because the target analyst was out of the office and did not read
the mtormatlonl | The selector was detasked on
| [and collecti0n| |has been marked for purging.

(U//Fesen)| | an NSA- analyst dlsCthefécl that a selector for atarg@®)(3)-P.L. 86-36
had remained on task after collection had been-assessed | _ |
| | The analyst who tasked the selector hac Teft the office and based on the
assessment of the collection, the current analyst had not been following the target. The selector

was detasked| IData collected | | has been
marked for purging.

| [ an NSA analyst discovered that

LI__“Sjlectors for a valid f0|e|gn intelligence target remained on task after the target had entered
{ nited States.| |

1
he United States] T
Noncornphant._.data Cgllectedl .......... A s I

purging.

o)1)
e (b)(3)-P.L. 86-36

+SHREFOHSATFYES | | an NSA analyst discovered that an e-

mail selector for a valid foreign intelligence target remained on task after the target’s arrival in

the United Stateq o |

I [The

selector was detasked| | and collection| | has

been marked for purging.

(U/AeH6-0n[___Joccasions fr0m| | NSA analysts incorrectly
tasked selectors foDalgets by using outdated sources of information indicating_that the
targets were located outside the United States. The selectors were detasked | |

| INOI]CGI]]pllallt datal ........................................................... ._____I_haS =be‘e’n
marked for purging. B

b)(3)-P.L. 86-36

(U//FeEed| | an NSA analyst tasked a target’s selector without
providing information indicating that the target was located outside the United States. The
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selector was detasked | | and noncompliant datal ] ®)3-P.L. 8636
| |has been marked for purging. e

[.C.5.a.v. (U) Data-Handling Errors

(U6 | NSA analysts discovered that[___|files that were
collected under FAA §702 authority and had-been manually inserted into two databases were
accessible by analysts who were not cleared for FAA access. The data had been inserted into the
databases | | but the error was not discovered| | These
databases are rarely accessed | | Once the error was
discovered. the analysts purged the files from one database and the associated archives and
moved files from the second database to an appropriate database accessible only by FAA cleared
analysts. No inappropriate access seems to have occurred.

(U/Fesen)| | an NSA analyst sent-an-e-mail containing - CB)(3)-P.L. 86-36
information about the detasking of FAA §702 selectors to an individual not cleared forthe o
information. The error occurred because the analyst mistyped the e-mail address f0| the correct
recipient. The analyst requested that the individual delete the e-mail.

(UFFOToT] | an NSA analyst discovered during a database audit
that FAA §702 data had been shared with personnel not authorized to receive the data and

The error occurred because analysts failed to follow proper procedures for processing the data.
The data was purged | Training on the proper handling and
dissemination of FAA data was conducted.

(b)(1)
‘ _ (b) (1) (b)(3)-P.L. 86-36
I.C.5.a.vi. (U) Overcollection (b) (3)-P.L. 86-36 (b)(3)-50 USC 3024(j)
—SAREETOBSATVED ‘| NSA compliance personnel were notiﬁeci""-.;:__of
overcollection of FAA §702 data] o |

| The noncompliant collection has

been marked for purging. and no reports were issued.

(U//Fese Onl |occasi-0ns -froml
incidents| (b)(3)-P.L. 86-36

overcollection occurred when| hon- targetecl selecwls welel_—n_l
resulting in matches with valid FAA §702-authorized selectors The noncompliant collection has

been marked for purging. and no reports were 1ssued

(U//Eoue | NSA Ieal ned of the overcollection of FAA §702 data
from | | The overcollectlon was due to an unknown system glitch causing a selector
flagged for detasking to remain on task. The noncompliant collection has been marked for
purging. and no reports were issued.




DOCID: 4165259

[.C.5.b. (U) Section 704

~(0)(1)
. . _ (b)(3)-P.L. 86-36

[.C.5.b.i. (U) Tasking Error | (b)(3)-50 USC 3024()

—SHREETFOHSATFYEA an NSA analyst mistakenly tasked an FAA
§704 selector for collectio which is not authorized under FAA §704.
The mistake was discovered Jand the selector was immediately detasked. The
collection was deleted | e e
[.C.5.c. (U) Section 705(b) T

e O

[.C.5.c.i. (U) Detask Delay L (b)(3)-P.L. 86-36

'(‘l"S'/TS‘I??W‘F‘]‘l e |anNSA analyst d.iscovered that selectors for dn'FAA
§705(b) target| |the United States that day had not been detasked as requested _|

| The detask delay occurred because |
Mter normal duty hours| |The selectors were

detasked | | Personnel have been counseled on the after-hours procedures for

handling tasking and detasking requests. No collection or reporting occurred.
I. D. (U) Other

[.D.1. (U) Unauthorized Dissemination () (3)-p.1. 86-36

(Uf:"FGU‘O‘)l | a document containing data collected under SIGINT and
Information Assurance Dual Authorities was posted to a wiki page and accessed by individuals
who did not have the appropriate training necessary to view the data. When the incident was
discovered, the system administrators restricted access to individuals who had the Dual
Authorities training.

[.D.2. (U) System Error

—SHSEFREEFOHSATFVEY) A targeting database failed because of a configuration

error| |cau_si_ng the delay in the completion of detask requests for FAA
§702 selectors until the problem was discovered | | The selectors were detasked
| | Data collected during this time has been marked for purging. and no reports

were issued. Modifications have been made to _cojrr"ect--the_ database error.

(b) (1)

I.LE. (U) Counterintelligence Activities (b) (3)-P.L. 86-36

(U) Nothing to report.
I.F. (U) Intelligence -Related Activities

FSHSHANE To reduce the risk of unauthorized telephony collection and prevent
violations, NSA/CSS has instituted a process that gives analysts greater and faster insight into a
target’s location. | |

b))
—FOP-SEERETrEONMINTAROFORN— (b)(3)-P.L. 86-36
14 (b)(3)-50 USC 3024(i)
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[ | Collected

data was purged from NSA/CSS’s principal raw traffic repositories when l‘equir_gd_,_:_:_._;_:.....,(b)m
(b)(3)-P.L. 86-36
—FSHSHANF | (0)(3)-50 USC 3024(i)
| NSA analysts To und| Ie-"'mail'” selectors | |
[this quarter.

Collected data was purged from NSA/CSS’s principal raw traffic repositories when required.

longer 1equ11ed Althounh not conswleled violations of E.O: 12333 or related dlrecllves the
accesses were terminated. _In addition; there was| |0f unauthorized access to raw data
and|:| instances of account sharing during the qualtel

II. (U) NSAICSS Office of the Inspector General (OIG) Intelligence Oversight (10)
Inspections, Investigations, and Special Studies

(U/AOBO7 During the third quarter of CY2011, the OIG reviewed various NSA/CSS
intelligence activities to determine whether they had been conducted in accordance with statutes,
Executive Orders, Attorney General (AG) procedures. and Department of Defense (DoD) and
internal directives. With few exceptions. the problems uncovered were routine and showed that
operating elements understand the restrictions on NSA/CSS activities.

“FY-During thejomt IG mspecnon ot:ﬁom
-the TO' 1nspect10n team 1ev1ewed the TO program, 10 training. and apphcatlon of 10

stand ards in the SIGINT -mission activities performed at the site. The team assessed that the
|:|10 Program Manager had developed a strong 10 program and is doing a good job of
tracking 1O training. The team found that somelil personnel have not completed their
mandatory training. A survey conducted at the site revealed excellent knowledge of 10
standards but some weaknesses in the understanding of IO authorities regarding the handling of
raw SIGINT and minimization and dissemination standards.

I1.B. (UFSES) | E——— S (B)(3)-P.L. 86-36
—SHAREEFO-ESAHER As part of the Jomt IG mspectlon 0]1 . |
| | the TO inspection team reviewed the O program, lOtlalnmg and the

application of IO standards in the SIGINT mission activities performed at the site. Overall. 10
inspectors found that[_____Jhad established an 1O program that is well led. well documented.
and sustainable. They also found that thelZl workforce had a good understanding of 10
training requirements and responsibilities.

15
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II.C. (U) Misuse of the U.S. SIGINT System

(U) Nothing to report.

[I.D. (U) Congressional and |0 Board Notifications

(U) Nothing to report.

IILE. (U) Other Notifications

(b) (1)
(b) (3)-P.L. 86-36

S#HS NSA/CSS has notified the AG ofl consensual and nonconsensual intelligence-
related collection activities associated with USP hostage and detainee cases. The AG was also

notified of one

detainee case involving USPs.

Ill. (U) Substantive Changes to the NSA/CSS 10 Program

(U) Nothing to report.

IV. (U) Changes to NSA/CSS Published Directives or Policies Concerning
Intelligence, Counterintelligence, or Intelligence -Related Activities and the

Reason for the Changes

(U) Nothing to report.

V. (U) Procedures Governing the Activities of DoD Intelligence Components that
Affect USP (DoD Directive 5240.1-R, Procedure 15) Inquiries or Matters Related

to 10 Programs

(U) Nothing to report.
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